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Cyrin Cyber Range

The CYRIN cyber training platform provides effective
training for college and university engineering trainees,
network engineers, and corporate cyber defenders. CYRIN
can ready any cyber defense team to repel cyber threats
with CYRIN's virtual machine and agent driven environment,
realistic attacks, and cyber war gaming individual or team
exercises with accurate training results.

CASHIOARD NYLADZ CATALOGC INSTRUCTORS -

SPECIUTY CATEQORIES » WINDOWS FORENSICE ARTIFALTS » EXERCEE WINDOWS FORENSICE ARTIFACTS

' Windows Forensics Artifacts

O Eneroiae Wendows Forered

e mapect an ampioyws, whoos wser etz nforment, hes boen leaking compeny confideartial mfsemeton. The engioyer may have scomised tockdariad Fes srd foldars autacie of the
perrrtted tevex of 10wer i 4o Can we fod evidence an Az compursy i= corksm o Sacorkm o napcora?

00N ok we ol e & vadety OF S008 30 Sxaine The aTOIoYee s COMMEuS’ 30 Keeung with Srensa Dest (raCioss, we Aave (reated on moegeof The Nard Gisk of The arploves's COmMpey and
coped 1o e corpas ww well ume 0 anelyse $us dak rmege. Cur corputer hes ratalied on ¢ & rurmber of forormacs tooks for ersdyseg Wirdona cok tregez.

Tre ok image of e coployes's COmEussr & calied WindowsForessio EO1 113 an Sucate smape (i T e fooman 6 comnonly Uused 1o Toeenses anelyses of Windoms c20es 0sioes

& - A Q00 ploce K $3 T FORERsns InvestioEion oF & WhadOw CONTEurer & s regaty The Windows Registyy & & GXB006S TWE (1008 5205009 of The Mindows (0eaxinn) sysianm and i
R 2 It & particufarly rtemntng for fororncs purpoaes becans sppbcrsons me the rogirty 1o rioes récoTetion s a3 tocartly woed flex
-

ANITOPSY
Sutooay = v widkly wes 100l 1o Evestoos Was happered on 4 compoen:. We will wae Ausspay to exmacy rdorrmarsan hom the disk immege of the arployec’s comprxe

Friday, October 21

* Log rmo e Wirddows 10 computer aeod o this labs

o Exen Aumogey Dy Oouthe-choking s 30N on T Degiaog

*  Scloct Now Came Drvisr Pasess ticass for Cane Marne anc then acdoc: Mext
+  For o D 1 e foe 20 4R00 The 0onondd infornation. Sect Faseh

The Problem

e Labs within the CYRIN cyber range need necessary
updates that can have unintended effects on other portions
of the lab.

e Due to the nature of virtual machines being embedded
Inside a web environment, automated web testing Is not a
plausible solution.

e There needs to be a robust way to automatically test all
possible CYRIN labs and interact with the virtual machine.

Practical Workflow
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The Solution

The main product of the work done
IS the make enhanced.py script.
Which records user Inputs for each
lab and can replay them later for

testing. |
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Log Analysis with RSYSLOG
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CONFIGURE CENTRAL LOGGER
In this lab, all computers on the network send their logs to a computer "Central-Logger”.
The Central-Logger runs Rsyslog, an open-source log forwarding and processing system.

Configure the central log server to receive logs on UDP and TCP ports 514:

* Open a Terminal window by clicking on its icon in the Favorites bar.

* Open the rsyslog configuration file /etc/rsyslog.conf for editing. You will need to
sudo 10 do this (the password is RangePass1 ).

o If you are not familiar with text editors, use nano: sudo nano
/etc/rsyslog.conf

* Online 17, you will find a comment that reads # provides UDP syslog reception.
Uncomment the two lines below it by removing the # in front of these lines:

module(load="imudp")
input(type="imudp” port="514")
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Analysis with RSYSLO i OBJECTIVE COMPLETE

Congratulations! You have completed the following objective:
Configure Central Logger

B Don't interrupt me when | meet objectives in the future
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