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Project Plans

• Integrate Bandit into OpenStack Manila's tox environment to scan 
their code repositories for security issues

• Integrate Bandit's tox environment into Manila's Zuul Continuous 
Integration for these code repositories

• Fix as many security issues Bandit reports in Manila's code 
repositories as possible within the timeframe of the project

Development Phase 1

• Successful implementation of Bandit in Tox
• Catalog made of existing security issues

Project Parts

OpenStack
• Open Source cloud computing platform
• Multiple services offered including networking, cloud 

computing, and block, object and shared file storage

OpenStack Manila
• OpenStack's shared file storage service
• Extensibility for multiple backends to support vendor and 

file system specific nuances

Bandit
• Python tool to statically analyze code for security issues
• Uses ASTs and runs plugins against it to make a report

Tox
• Virtual environment management and test tool
• Allows running of Bandit tests within its own environment

Zuul
• Continuous integration tool that determines whether a 

commit is ready to enter a code repository based on tests 
it is given to run

• Can run the Bandit tox environment on new commits

Project Impact 
Cybersecurity has become one of the most important aspects of large scale software vendors, such as OpenStack, 

within recent years. Static code analysis tools are an important part of helping deliver a secure product.

By implementing Bandit into OpenStack Manila's code repositories and continuous integration flow, the project has 
help harden Manila's cybersecurity. This ensures that Manila stays ahead of any vulnerabilities before they end up 
introduced into their code and the client can have a secure project as OpenStack goes forward with re-evaluating 

its Security Management and Vulnerability Management Team processes.

• Successful integration of Bandit into Zuul CI flow
• Results of Zuul test visible on OpenDev, 

OpenStack's code review and project hosting site

• Beginning squashing of security issues

Development Phase 2

Many choices when deciding on how to resolve
● Is it a false positive?
● What is the intended functionality of the code?
● How would the vulnerability be exploited? 
Failing to take these factors into consideration will 
cause more time to be spent fixing your patch to the 
issue than the issue itself.


